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In one sentence: Passwordless authentication verifies a user's identity without a reusable password,
replacing shared secrets with cryptographic credentials, device-bound proofs, or biometrics that
unlock a local key, so there is nothing for an attacker to steal, guess, or relay.

TL;DR (canonical)

e Passwordless authentication removes the reusable password from the sign-in ceremony entirely.

e The strongest passwordless methods use FIDO2/WebAuthn public-key credentials (passkeys), no
shared secret crosses the network.

o \Weaker passwordless methods (magic links, SMS OTP) remove the password but remain
phishable.

e NIST SP 800-63B and CISA now distinguish between passwordless and phishing-resistant, they
are not the same thing.

e Enterprise deployment means going beyond web login: voice, desktop, in-person, and machine
channels all need the same cryptographic identity.

What does "passwordless" actually mean?

Passwordless authentication is any method that verifies identity without requiring the user to type,
remember, or manage a reusable password. The user proves who they are through something they
have (a device, a security key), something they are (a biometric that unlocks a local credential), or a
one-time proof that cannot be reused.

The critical distinction: removing the password field from the Ul is not the same as removing the
shared secret from the protocol. A magic link sent over email is passwordless from the user's
perspective, but the link itself is a bearer token that can be intercepted or forwarded. A
FIDO2/WebAuthn passkey is passwordless AND eliminates shared secrets entirely: the private key
never leaves the device.
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What are the types of passwordless authentication?

Not all passwordless methods offer the same security. Here is how they compare:

Method How it works Phishing-resistant? Shared secret?
FIDO2 / WebAuthn Device holds a private key; Yes No
passkeys browser signs a challenge
scoped to the origin
Platform authenticators Biometric or PIN unlocks a Yes (when using WebAuthn)  No
(Windows Hello, Touch ID, device-bound credential
Face ID)
Security keys (YubiKey, Hardware token holds a private Yes No

Titan)

Magic links (email)

SMS / email OTP

Push notification

QR(DID) with session
binding

key; user taps to approve

One-time URL sent to registered
email

One-time code sent to phone or
email

Approve/deny prompt on
registered device

Signed, single-use QR bound to
browser session; user confirms
with typed code

No, link can be forwarded
or intercepted

No, code can be relayed
through AiTM

Partially, vulnerable to MFA
fatigue and number-
matching bypass

Yes (when properly
implemented)

Yes (bearer token)

Yes (shared code)

No shared secret, but
approval can be socially
engineered

No

The top three rows, FIDO2 passkeys, platform authenticators, and security keys, are the only
methods that are both passwordless AND phishing-resistant as defined by CISA. The rest eliminate
the password but leave other attack surfaces open.

Why are passwords the problem?

Passwords fail because they are reusable shared secrets. Every authentication that relies on a

password sends a guessable, stealable, replayable value across the network.

The practical consequences for enterprises:

e Credential stuffing. Passwords leaked from one breach get replayed against every other service

the user has an account on.

¢ Phishing, Users type passwords into fake login pages; adding OTP does not fix this because the

OTP can be relayed in real time through adversary-in-the-middle (AiTM) attacks.

e Helpdesk cost, Password resets are one of the largest single categories of IT support tickets,

consuming agent time and introducing social-engineering risk at the reset step.
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e Friction, Password complexity rules, rotation policies, and MFA prompts create user frustration
that drives workarounds (password reuse, writing credentials down, sharing accounts).

Passwordless authentication removes the underlying primitive: if there is no password, it cannot be
stolen, guessed, stuffed, or phished.

How does FIDO2/WebAuthn work?

FIDO2 is the umbrella standard; WebAuthn is the W3C web API that browsers implement. Together
they define how passwordless public-key authentication works on the web:

1. Registration, The server sends a challenge. The user's device generates a public/private key pair
scoped to the relying party's origin. The public key goes to the server; the private key stays on the
device.

2. Authentication, The server sends a new challenge. The browser verifies the origin matches the
relying party ID and invokes the authenticator. The user approves (biometric, PIN, or tap). The
authenticator signs the challenge with the private key. The server verifies the signature with the
stored public key.

Why this is phishing-resistant: the authenticator checks the RP ID (origin) before signing. If a user
lands on a fake site with a different origin, the authenticator refuses to sign. There is no secret to
intercept because the private key never leaves the device and the signature is bound to a fresh
challenge.

Passkeys are the user-facing credential experience built on FIDO2/WebAuthn. They can be device-
bound (never leave the hardware) or synced across devices via a platform credential manager
(iCloud Keychain, Google Password Manager). Synced passkeys improve usability but change the
security model, the credential's confidentiality depends on the sync provider's security rather than a
single hardware boundary.

What does "passwordless" mean for channels beyond web?

Most passwordless solutions focus on the browser login page. But enterprises authenticate users
across multiple channels, and a password removed from web login does not help if the call center still
relies on security questions or the desktop still requires a domain password.

True enterprise passwordless means consistent cryptographic identity across every channel:

¢ Web and mobile, FIDO2/WebAuthn passkeys, platform authenticators.

¢ Voice / call center, Device-bound confirmation pushed to the caller's registered mobile app,
replacing KBA and spoken OTPs. NIST SP 800-63A-4 no longer recognizes security questions as
acceptable identity proofing.
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e Desktop / workstation, Platform credentials (Windows Hello for Business, macOS Secure Enclave)
or companion-device approval for shared terminals and clean rooms.

¢ In-person / person-to-person, Device-to-device cryptographic verification for high-value in-
person transactions (wire approvals, facility access, executive verification).

¢ Machine-to-machine, JWT client assertions (RFC 7523) and sender-constrained tokens (MmTLS,
DPoP) replace static APl keys and shared secrets for service-to-service authentication.

An authentication platform that only covers web login leaves the other channels as the weakest link,
and attackers target whichever channel has the lowest assurance.

How do enterprises deploy passwordless?

Enterprise passwordless deployment is a phased migration, not a single switch:

Phase 1: inventory and prioritize. Map every authentication touchpoint (web apps, VPN, desktop, call
center, APIs). Identify which still require passwords and which support FIDO2/WebAuthn. Prioritize
high-risk populations: privileged admins, remote workers, customer-facing agents.

Phase 2, Enable alongside existing credentials. Offer passkey enroliment as an option. Set policy to
prefer the stronger method but allow password fallback during transition. Monitor adoption rates and
enrollment friction.

Phase 3, Restrict password fallback. For migrated populations, disable password login for standard
flows. Keep a monitored, audited break-glass recovery path for lockout scenarios (identity proofing,
not "forgot password" with email OTP).

Phase 4, Extend to all channels. Apply the same cryptographic identity to voice, desktop, in-person,
and M2M. This is where most vendor solutions stop, and where the gap between "web
passwordless" and true enterprise passwordless becomes visible.

Phase 5, Retire passwords. Once all channels and user populations are migrated and the break-glass
path is confirmed, disable password-based authentication entirely.

Key Takeaway

Passwordless authentication eliminates reusable passwords from the sign-in ceremony. The
strongest passwordless methods use FIDO2/WebAuthn public-key credentials (passkeys) where no
shared secret crosses the network and the authenticator validates the origin before signing. Weaker
passwordless methods like magic links and SMS OTP remove the password field but remain
vulnerable to interception and relay attacks. NIST and CISA distinguish between passwordless and
phishing-resistant, not all passwordless methods qualify as phishing-resistant. Enterprise
deployment requires extending passwordless identity beyond web login to voice, desktop, in-person,
and machine-to-machine channels.
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FAQ

What is passwordless authentication?

Passwordless authentication is any method that verifies a user's identity without requiring them to
enter a reusable password. Instead, it relies on cryptographic credentials (like FIDO2/WebAuthn
passkeys), device-bound proofs, biometrics that unlock a local credential, or one-time links and
tokens. The strongest forms use public-key cryptography so no shared secret ever crosses the
network.

Is passwordless authentication more secure than passwords with MFA?

It depends on the method. Passwordless with FIDO2/WebAuthn passkeys is phishing-resistant and
stronger than password-plus-OTP MFA, because there is ho shared secret to steal or relay.
Passwordless with magic links or SMS OTP removes the password but is still phishable. The security
gain comes from the cryptographic binding, not just from removing the password field.

What is the difference between passwordless and passkeys?

Passwordless is the broader concept: any authentication method that does not use a reusable
password. Passkeys are a specific implementation built on the FIDO2/WebAuthn standard where a
public-key credential is stored on the user's device or synced across devices. All passkey logins are
passwordless, but not all passwordless methods use passkeys, magic links and SMS OTP are
passwordless but not passkey-based.

How do enterprises deploy passwordless authentication?

Most enterprises start by inventorying where passwords still exist, then migrate high-risk populations
(privileged users, remote workers) to FIDO2/passkeys first. The rollout typically involves enabling
passkeys alongside existing credentials, setting policy to prefer the stronger method, phasing out
password fallback over time, and keeping a monitored break-glass recovery path for lockout
scenarios.

Does passwordless authentication work across all channels, not just web?

Most passwordless solutions focus on web and mobile login. True omnichannel passwordless
extends the same cryptographic identity to voice/call-center interactions, desktop sign-in, in-person
verification, and machine-to-machine flows, so authentication strength is consistent regardless of
how the user or system connects.

What standards govern passwordless authentication?

The primary standards are W3C WebAuthn (the browser API for public-key credentials), FIDO2 (the
FIDO Alliance specification for passwordless credentials), NIST SP 800-63B (authenticator assurance
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levels and phishing-resistance requirements), and CISA's phishing-resistant MFA guidance
(implementation recommendations for federal and critical-infrastructure organizations).
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Related reading

¢ Phishing-Resistant Web Authentication
e Omnichannel Authentication
¢ SSO Integration Quickstart

e ScramblelD Glossary
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