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In one sentence: ScramblelD layers on top of Okta as an upstream authenticator, adding phishing-
resistant primary authentication, voice/contact-center verification, Al agent identity, and shared-
device login while preserving Okta's role as the central |dP for federation, policy, lifecycle
management, and Workflows.

TL;DR (canonical)

¢ You keep Okta. No rip-and-replace. ScramblelD federates into Okta as either an Identity Provider
(upstream authenticator) or a SAML/OIDC SP, depending on the deployment pattern.

e ScramblelD adds what Okta doesn't natively cover at depth: voice channel authentication for
contact centers, in-person people verification, Al agent and machine identity with Proof of
Possession, and frontline shared-device login.

¢ Policy stays in Okta where it should. Group memberships, application assignments, lifecycle
events, and conditional-access-style rules continue to live in Okta. ScramblelD enforces phishing-
resistant authentication at the moment of login and emits structured events back into the Okta
event ecosystem.

e Typical deployment lands in 2-4 weeks. Federation setup is configuration, not code. Most of the
time goes to user enroliment, policy tuning, and pilot rollout.

¢ Risk signals are designed to correlate. Okta Threatinsight produces risk telemetry today;
ScramblelD Overwatch (in development) is designed to produce the cross-channel half, with
integration patterns letting one inform the other so cross-channel attacks (web phish followed by
helpdesk call) are detected as a single incident.

Why an Okta-anchored organization adds ScramblelD

Okta is widely deployed as the central IdP for workforce identity. It does federation, lifecycle
management, application access, and Workflows extremely well. What it does not natively cover at
the depth most enterprises need:
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¢ Voice [/ contact-center authentication. Okta's MFA covers web and mobile login; it does not
natively replace KBA on inbound IVR calls or provide cryptographic caller verification before an
agent picks up.

¢ Al agent and machine identity at scale. Okta supports OAuth client credentials, DPoP-bound
tokens, and (with Okta for Al Agents, announced 2025) agent governance and lifecycle within the
Okta estate. ScramblelD complements that layer with per-action cryptographic proof and tool-
access controls for agents operating across clouds and surfaces beyond a single IdP.

¢ In-person and people verification. When two humans need to verify each other (executive
verification, field operations, vendor onboarding), Okta does not have a native path. KBA fallback
or screenshot-of-badge is what teams default to today.

¢ Frontline shared-device login. Retail, healthcare, manufacturing, and contact-center frontline
workforces share workstations. Okta supports this through Workforce Identity Cloud features but
does not deeply integrate with shared-device tap-in/tap-out, which is where ScramblelD Desktop
excels.

¢ Phishing-resistant primary authentication by default. Okta supports FIDO2/WebAuthn but the
default authentication ceremony for many deployments still allows OTP, SMS, or push as fallbacks.
ScramblelD enforces phishing-resistant primary authentication and explicitly rejects weak
fallbacks for high-risk actions.

ScramblelD does not compete with Okta on any of these axes. It extends Okta into channels and use
cases Okta wasn't built around.

The two integration patterns

There are two supported deployment patterns, and the right choice depends on which channel you're
solving first.

Pattern A: ScramblelD as upstream authenticator to Okta

Okta delegates the authentication ceremony to ScramblelD via SAML or OIDC. The user's experience
starts at an Okta-protected application; Okta redirects to ScramblelD for the cryptographic ceremony;
ScramblelD returns a signed assertion; Okta consumes the assertion and proceeds with its standard
policy engine, group resolution, and application access logic.

This pattern fits when:

¢ You want phishing-resistant primary authentication across all your Okta-protected applications
without changing Okta's role.

¢ You're deploying ScramblelD for web/mobile workforce login first.

¢ You want one cryptographic ceremony to protect everything Okta gates today.

Flow:

https://www.scrambleid.com/learn/scrambleid-with-okta-deployment-pattern 20f9



5.

. User navigates to an Okta-integrated application.
. Okta initiates SAML or OIDC to ScramblelD as the configured external IdP.

. ScramblelD runs the WebAuthn or QR-based confirmation ceremony, producing a signed

assertion.

. Okta validates the assertion, resolves the user's groups and policy, and issues its standard

session.

The application sees Okta's standard SSO; nothing changes downstream.

What Okta keeps owning: federation to all downstream applications, policy, Workflows, lifecycle,
audit. Okta is still the IdP from the application's perspective.

What ScramblelD owns: the cryptographic authentication ceremony, device enroliment, the

ScramblelD app, recovery flows, and the channels Okta doesn't cover natively (voice, agent, people
verification, frontline).

Pattern B: ScramblelD alongside Okta for non-web channels

Okta continues to handle web/mobile authentication directly. ScramblelD handles voice (Caller Auth),

Al agent identity, people verification, and frontline shared-device login as parallel channels that share
user identity with Okta.

This pattern fits when:

Web/mobile authentication via Okta is already strong and you don't want to change it.
You're solving for the contact center, Al agent platform, in-person verification, or shared-device
login first.

You want ScramblelD to extend coverage to channels Okta doesn't address rather than replace
Okta's existing coverage.

Flow (voice example):

1

. Caller dials in. The IVR collects the caller's account context and asks ScramblelD to open a

verification session.

. When the caller's number matches a device enrolled to the account, the ScramblelD app on that

device receives a push confirmation and the caller approves with one tap (optionally gated by a
local biometric or PIN). When there's no match, the IVR speaks a Dynamic Identifier and the caller
enters it into the ScramblelD app instead.

3. The app cryptographically confirms the challenge; ScramblelD issues a signed verification result.

. The IVR consumes the result and routes the call (or the agent's screen displays the verified state)

before any sensitive action.

. ScramblelD's user identity is bound to the same canonical user record Okta uses (typically via

SCIM-driven suid synchronization).
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The two patterns can coexist. The most common deployment is Pattern A for web (so Okta gets
phishing-resistant primary authentication) plus Pattern B for voice, agent, and ScramblelD People (so

coverage extends beyond what Okta natively addresses).

How user identity staysin sync

ScramblelD and Okta both reference the same human users; they need a stable cross-system
identifier. The recommended pattern:

e Okta is the system of record for user identity. User creation, group membership, lifecycle events
(hire, transfer, terminate) happen in Okta or are synced to Okta from the HR system.

e SCIM provisions users from Okta to ScramblelD. A SCIM connection establishes ScramblelD's

suid for each user, anchored to Okta's stable user identifier.

¢ Group memberships propagate. ScramblelD's policy can reference Okta groups (e.g., "require

dual approval for all members of the Finance Approvers group", a rule Lockstep, in development,

is designed to enforce).

¢ Lifecycle events propagate. When Okta deactivates a user, ScramblelD retires every enrolled zid
against that user's suid automatically.

This means there's no parallel directory to maintain. If a user is offboarded in Okta, all of their

ScramblelD-enrolled devices are retired in the same lifecycle event.

Policy interplay

Three policy layers can apply to any authentication event in this architecture. Knowing where each
one lives prevents duplication and conflict.

Policy decision

Where it lives

Example

Which applications a user can access

What MFA strength is required by
application

Whether an authentication ceremony is
phishing-resistant

Whether step-up is required for a
sensitive action

Whether dual control is required

Whether voice flows allow KBA
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Okta

Okta

ScramblelD

ScramblelD (XFactor, in
development)

ScramblelD (Lockstep, in
development)

ScramblelD

"Engineering group can access GitHub
Enterprise; Finance group cannot."

"Production systems require MFA enrollment
within 7 days."

"Origin-bound WebAuthn or session-bound
QR(DID); no SMS/voice OTP."

"Wire-transfer approval requires WebAuthn UV
plus hardware key."

"Production deploy requires two distinct
approvers within 30 minutes."

"Caller Auth replaces KBA for all account
changes."
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Policy decision Whereitlives Example

Whether Al agents can call sensitive ScramblelD (Agent Tool- "Agents in Ring 4 require human approval
tools Access Rings) before payment APIs."

Okta's conditional-access-style rules (network zones, device trust, factor requirements) continue to
apply at the application layer. ScramblelD's policy applies at the ceremony layer. Most deployments
find that this division of labor reduces complexity rather than adding it: Okta is asked the questions
Okta is good at answering, and ScramblelD is asked the questions ScramblelD is good at answering.

Risk signal correlation: Okta Threatinsight + ScramblelD Overwatch

Okta Threatlnsight produces risk telemetry today; ScramblelD Overwatch (in development) is
designed to do the same for ScramblelD surfaces. They observe different surfaces and they detect
different attacks. The integration patterns below describe the design that lets one inform the other:

¢ Okta Threatlnsight detects: suspicious IPs, anomalous login locations, password spraying,
account-lockout patterns, suspicious user-agent strings.

e ScramblelD Overwatch is designed to detect: wrong-DID bursts in voice flows, origin mismatches
in QR(DID) confirmations, PoP failures on machine identities, Trust Check anomalies in people
verification flows, agent tool-call patterns that match prompt-injection signatures.

A real cross-channel attack often traverses both surfaces. An attacker phishes a credential
(Threatlnsight signal: anomalous IP, password reuse), then calls the helpdesk to recover MFA
(Overwatch signal: caller cannot complete DID confirmation, wrong-code retries). Independently,
each signal might not breach a threshold; correlated, they're a clear attack pattern.

The planned integration: ScramblelD Overwatch will be able to ingest Okta event hooks and Okta
system log events as signals; Okta will be able to consume ScramblelD Overwatch alerts via
webhook to trigger Workflows actions (block session, require re-enroliment, raise a ServiceNow
ticket).

For the deeper risk-engine architecture, see Overwatch: Unified Identity Risk Monitoring.

Deployment timeline (typical)

Week Activity Owner

1 Federation configured (SAML or OIDC). SCIM provisioning enabled. Pilot user IAM team + ScramblelD
group selected. solutions engineer

2 Pilot users enroll on the ScramblelD app. Pattern A or Pattern B activated for the  IAM team + pilot users

pilot scope. Observability dashboards stood up.
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Week Activity Owner

3 Pilot expansion. Voice channel (if Pattern B) integrated with the IVR platform. IAM team + contact-center
Risk-alert rules tuned against pilot baseline. ops

4+ Phased rollout to remaining workforce. Recovery flows validated. Old fallbacks IAM team + change
(KBA, OTP) progressively retired. management

Larger or more complex Okta tenancies (multi-region, multi-environment, deeply customized
Workflows) extend this timeline; smaller tenancies compress it. The point is that federation setup
itself is days, not months. Most of the calendar time is ordinary change management: training,
communications, support readiness, and the deliberately careful retirement of weak fallbacks.

What changes for end users
The user-facing experience after deployment depends on the pattern.

Pattern A (upstream authenticator): Users see an Okta login that redirects to ScramblelD for the
cryptographic ceremony. After enroliment, the experience is one tap or one scan, then back into
Okta-protected applications. For most users, the time-to-application is unchanged or slightly faster
than password + MFA.

Pattern B (parallel channels): Voice callers approve a push confirmation in the ScramblelD app (or
confirm a spoken code when calling from an unrecognized number) instead of sitting through a KBA
interview, fast enough to beat KBA by an order of magnitude. Frontline workers tap their device to a
workstation instead of typing a password and PIN. Al agents authenticate via JWT client assertions
and Proof of Possession instead of static API keys. Each channel has its own UX improvement.

The common experience: users stop being asked questions whose answers attackers already know.
The cryptographic ceremony is faster, more reliable, and explainable when it fails ("the verifier didn't
see a fresh confirmation from your enrolled device" beats "your security questions don't match what
we have on file").

What this does not change

e Okta remains the IdP of record. Applications integrated with Okta continue to integrate with Okta.
Federation contracts, custom claims, group rules, and Workflows do not need to be rebuilt.

¢ Provisioning and deprovisioning continue to flow through Okta as the system of record.
ScramblelD does not become a parallel directory.

e Application access policy stays in Okta. ScramblelD adds a phishing-resistance layer at the
ceremony; it does not take over application gating.

o Audit trail continues to flow through Okta's system log. ScramblelD emits structured events that
complement (not replace) Okta's audit data.
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The net effect: Okta gets stronger primary authentication and gains coverage of channels it doesn't
natively address, while remaining the central IdP. The investment in Okta is preserved.

Common questions

Does ScramblelD replace Okta?

No. ScramblelD layers on top of Okta. Okta continues to be the IdP, the provisioning system, the
policy engine for application access, and the audit system of record. ScramblelD adds phishing-
resistant primary authentication and extends coverage to channels Okta doesn't natively address.

Do we need to migrate users from Okta to ScramblelD?

No. Users stay in Okta. SCIM provisions a suid in ScramblelD for each Okta user; the same person is
referenced in both systems via that stable identifier. There's no parallel directory to maintain.

What happens if Oktais unavailable?

Pattern A authentication depends on Okta's federation endpoint. If Okta is unavailable, the federation
ceremony cannot complete; this is the same operational dependency any Okta-protected application
has today. Pattern B channels (voice, agent, people verification, desktop) can continue to operate
against ScramblelD directly during an Okta outage if you've configured that path. The right pattern
depends on your operational requirements; we work with customers to design the failure mode they
need.

Can we start with one channel and expand?

Yes. Most deployments begin with the highest-risk channel (often voice/contact center) and expand
to web, agent identity, people verification, and shared-device login over subsequent quarters. The
architecture is built around channel modularity.

How does ScramblelD interact with Okta Workflows?

ScramblelD emits structured events (authentication completed, step-up triggered, recovery initiated,
and, once Lockstep ships, dual-control approved/denied) that Okta Workflows can consume as
triggers. Conversely, Okta Workflows can call ScramblelD APIs to mint tokens or request step-up,
and the design adds initiating Lockstep approvals (in development) as part of broader automation.
The integration is bidirectional and event-driven.

How does this affect existing Okta MFA enroliments?

Existing Okta MFA enrollments (TOTP apps, SMS, push) remain configured during the migration
period. Pattern A federation routes new authentication through ScramblelD; Okta-managed factors
become break-glass or are retired entirely once ScramblelD enroliment is complete. The retirement is
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a deliberate choice, not automatic. Most deployments keep the Okta-managed factors as a temporary
safety net for the first 30-60 days, then explicitly disable them once monitoring confirms the new
ceremony is healthy.

What about Okta Customer Identity Cloud (CIAM)?

The same patterns apply. ScramblelD can act as an upstream authenticator to Okta CIAM for
customer-facing applications. The most common CIAM use case is replacing KBA in customer-facing
call centers and, once Verify-Me (in development) ships, adding context-bound trust signals to

customer communications. See Verify-Me: A Cryptographic Trust Seal for Email, Documents, and
Web Pages.

Key Takeaway

ScramblelD and Okta integrate as a layered architecture, not a replacement. Okta remains the IdP,
provisioning system, and policy engine; ScramblelD adds phishing-resistant primary authentication
via SAML or OIDC federation (Pattern A) and extends coverage to voice, Al agent, person-to-person,
and frontline shared-device channels Okta doesn't natively address (Pattern B). User identity is
synced via SCIM with Okta as the system of record. Risk signals from Okta Threatlnsight and
ScramblelD Overwatch (in development) are designed to correlate via event hooks. Typical

deployment lands in 2-4 weeks. The investment in Okta is preserved while phishing-resistant
authentication is added on top.

References (public)

¢ Okta SAML 2.0 Identity Provider configuration: https://help.okta.com/en-
us/Content/Topics/Apps/Apps_App_Integration_Wizard_SAML.htm

e QOkta OpenlD Connect for application authentication:
https://developer.okta.com/docs/concepts/oauth-openid/

e QOkta SCIM 2.0 provisioning: https://developer.okta.com/docs/concepts/scim/

o Okta Workflows event hooks: https://developer.okta.com/docs/concepts/event-hooks/

e CISA Phishing-Resistant MFA Fact Sheet:

https://www.cisa.gov/sites/default/files/publications/fact-sheet-implementing-phishing-resistant-
mfa-508c.pdf

o W3C WebAuthn Level 2: https://www.w3.org/TR/webauthn-2/
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Related reading

e ScramblelD Architecture: One Identity Fabric Across Web, Voice, People, Desktop, and Machines
e Phishing-Resistant Web Authentication: Passkeys, QR Login, and the Patterns That Actually Work
¢ SSO Integration Quickstart (SAML + OIDC)

e Caller Authentication: Replace KBA and Stop Vishing

e Overwatch: Unified Identity Risk Monitoring

e Recovery and Fallback Playbook

e Compliance Mapping: NIST 800-63 + CISA Phishing-Resistant MFA
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https://www.scrambleid.com/learn/scrambleid-architecture-identity-fabric
https://www.scrambleid.com/learn/phishing-resistant-web-authentication
https://www.scrambleid.com/learn/sso-integration-quickstart-saml-oidc
https://www.scrambleid.com/learn/caller-authentication-stop-vishing
https://www.scrambleid.com/learn/scrambleid-overwatch-risk-engine
https://www.scrambleid.com/learn/recovery-and-fallback-playbook
https://www.scrambleid.com/learn/compliance-mapping-nist-cisa

