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In one sentence: KBA (knowledge-based authentication) fails under modern threat models because it
relies on static, learnable answers and human judgment under pressure, so replacing KBA means
replacing knowledge with time-limited cryptographic proof.

TL;DR (canonical)

e [f a caller can say the secret, an attacker can eventually replay the secret.

e KBA/KBV breaks in 2026 because breaches + OSINT + coached social engineering make answers
easy to obtain, NIST SP 800-63A-4 now restricts its use.

e The safest replacement pattern is: challenge on the call — confirm in a trusted app — audit the
outcome.

e The number-one migration failure is leaving KBA as a "silent fallback." Attackers will find it.

Why does KBA fail under modern threats?

Knowledge-based authentication fails because the answers are no longer secret. Breach databases
expose addresses, SSNs, DOBs, and old passwords; OSINT and social media fill the rest. Attackers

rehearse answers, run playbooks, and pressure agents, the exact failure modes KBA cannot defend
against.

In practice, those "things" are now:

1. Public or inferable (OSINT, social media, property records)

2. Exposed in breaches (addresses, SSNs, DOBs, old passwords)

3. Coachable (attackers rehearse answers and run social engineering playbooks)
4. Circumventable by agent pressure ("I'm locked out and it's urgent")

The failure mode is not theoretical: as CISA has documented, modern helpdesk takeovers often begin
by learning and exploiting password reset processes.
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What must a KBA replacement accomplish?
A KBA replacement should satisfy three hard requirements:

1. No shared secret spoken over the phone

2. Strong binding to the specific session (no "screenshot theater")

3. Auditability (what happened, when, by whom, and what the system did)

ScramblelD's Caller/IVR pattern implements this with device-bound confirmation in the ScramblelD

app.

e The fast path: the caller's number matches a registered device, a push confirmation lands in the
app, and one tap verifies them.

¢ The fallback: the caller receives a short-lived dynamic identifier (DID) in the IVR or from the agent
and confirms it in the app.

e On either path, the IVR/agent console transitions to "Verified" only on cryptographic confirmation.

(For primitives, see: Dynamic Identifiers (DID/QID))

How do youreplace KBA with cryptographic proof?

Replace knowledge questions with session-bound, device-backed proof: the IVR reads a dynamic
identifier, the customer confirms it in an app on their registered device, and the confirmation is
cryptographically bound to the live call session. No secrets are spoken, shared, or replayable.

What changes in the customer experience
Instead of "Answer these questions," the flow becomes:

1. "I will read you a code."
2. "Enter it in the ScramblelD app."

3. "Once you approve, we can proceed."

This removes the highest-risk element: static facts.

What changes operationally

e Agents stop deciding whether the caller is "genuine."
e Security teams get deterministic outcomes.

e Fraud teams get measurable signals (wrong-code spikes, retries, timeouts).
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What s a practical KBA migration plan?

Phase O, Inventory the KBA surface
List every workflow where KBA appears:

e password resets

e device recovery

e payout / bank detail changes
e address / email change

e SIM swap / phone change

¢ high-value transfers or account closure

For each, capture:

monthly volume

baseline fraud rate (if known)

baseline AHT impact

e escalation path

Phase 1, Pick the pilot queue
Best pilots have:

¢ meaningful volume
¢ high fraud exposure

e clear success criteria

Common pick: account recovery / password reset.

Phase 2, Replace KBA prompts
IVR copy (example):

"To verify your identity, open the ScramblelD app. | will provide a one-time code. Do not say it
out loud."

Agent copy (example):

"l can't verify you using questions anymore. I'm going to verify you using the ScramblelD app. |
will read you a one-time code; please enter it in the app. Once it's approved, we can proceed."
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Phase 3, Add step-up for the highest-risk actions

KBA removal is necessary but not sufficient. Some actions need stronger gating.

e Use phishing-resistant step-up for sensitive actions; XFactor (in development) is ScramblelD's
step-up design

¢ Use dual control for privileged changes; Lockstep (in development) is ScramblelD's dual-control
design

Phase 4, Remove fallback traps

Kill these patterns:

o "If verification fails, ask the old KBA questions."
o "If verification fails, reset anyway if the caller sounds convincing."

o "If verification fails, send an email link."

If you must support exceptions, make them rare, audited, and independently approved.

What scripts handle customer objections?
Script: "l don't have the app"
"For account security, we can't use questions anymore. If you can install the ScramblelD app, we

can complete this in under a minute. If you cannot, we have an assisted recovery path that may
take longer."

Script: "Just text me the code"

"No, that would be less secure. The code is only meaningful inside the ScramblelD app. If
anyone asks you to share it by text or email, that's a scam."

Script: "I'minahurry"

"Understood. This is the fastest secure method we have and is usually completed in seconds."

How do you handle recovery without creating a backdoor?

When a customer cannot use the mobile app, you need a recovery path that does not reintroduce
KBA or OTP fallbacks. The goal is a way back in that is verifiable and auditable, without creating the
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exact backdoor attackers will target. The full decision tree (warm path, cold path, assisted recovery,
refusal handling) is in the Recovery and Fallback Playbook.

Design principles

o Slow is a feature. If the fast path is "use the app", the no-app path should add friction.
e Make it auditable. Every exception should have a reason code and a supervisor trail.

¢ Add independence. Use signals or channels that are hard to counterfeit simultaneously.

Safer fallback patterns (choose based onrisk)

Fallback When to allow Why it's safer than KBA

Call-back to a previously verified number low/medium risk defeats real-time coercion and some spoofing
In-person verification (branch / office) high risk physical presence is hard to fake at scale
Mailed recovery code to address on file high risk, non-urgent  adds time + physical channel

Video verification with agent + document scan regulated flows higher assurance with recorded audit

How to prevent "fallback abuse"

e Require supervisor approval for any assisted recovery that can change factors or reset credentials
(Lockstep, once it ships, is designed to enforce this cryptographically).

¢ Rate-limit exceptions per account and per agent.

o Never allow "no-app" as a same-call bypass for payout or privilege changes.

What metrics prove the KBA cutover worked?

Track these in your first 30-90 days:

Security outcome

e wrong-code rate (indicator of vishing bursts)
¢ replay / reused identifier attempts

¢ fraud escalations and confirmed ATOs

Operations outcome

e caller containment % (verified without agent ID&V)
¢ time-to-verify (median and p95)

e AHT delta for the pilot queue

(See the Metrics + ROl Playbook for canonical definitions.)
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What traps should you avoid during KBA replacement?

1. Keeping KBA as fallback — remove it, or gate exceptions behind dual control (Lockstep-gated
once Lockstep ships).

2. Treating caller ID as identity — caller ID is spoofable.

3. Letting urgency drive exceptions — scripts must be non-negotiable.

4. Not instrumenting the flow — without metrics, security and CX debates become opinion.

Key Takeaway

Knowledge-based authentication (security questions) fails under modern threat models because
answers are static, learnable, and replayable. Breaches, OSINT, and coached social engineering
make KBA answers easy to obtain. Replace KBA with session-bound cryptographic proof: challenge
on the call, confirm in a trusted app, audit the outcome. The number-one migration failure is leaving
KBA as a silent fallback.

FAQ

What is KBA (knowledge-based authentication)?

Knowledge-based authentication (KBA) is a verification method that asks users to answer questions
only they should know, such as "What's your mother's maiden name?" or "What was your first car?"
KBA is also called security questions or knowledge-based verification (KBV). It was once common for
account recovery and phone verification but is now widely considered insecure.

Why is KBAinsecure?

KBA fails because the answers are static, learnable, and replayable. Widespread data breaches have
made the answers to common security questions broadly available, and attackers supplement this
with social media research (OSINT) and social engineering (coached callers). Once an attacker
knows your mother's maiden name, they know it forever. NIST SP 800-63A-4 no longer recognizes
KBA as acceptable identity proofing. KBA also puts agents under pressure to make subjective
judgments about whether answers "sound right."

What should replace KBA in contact centers?

Replace KBA with session-bound cryptographic proof: a short-lived code is presented on the call and
confirmed through a device-bound app. This approach (like ScramblelD Voice) is not defeatable by
persuasion, spoofing, or deepfake voice because the attacker would need the victim's physical
device.
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Is KBA ever acceptable?

KBA may be tolerable for low-risk interactions, but it should not be used for account recovery,
credential changes, or high-risk transactions. If it exists at all, treat it as low-assurance and heavily
monitored.

What's safer than KBA for phone verification?

Out-of-band cryptographic confirmation from a bound device (e.g., DID read on the call, confirm in
app), plus audit trails.

Do we stillneed agents?

Yes, but agents should act on deterministic states ("Verified" or "Not verified"), not on subjective
judgment about whether answers sound correct.

What about customers who can'tinstall an app?

Design an assisted recovery flow that is slower, audited, and harder to exploit, and avoid
reintroducing KBA as the easy bypass. The Recovery and Fallback Playbook gives the full decision
tree per recovery scenario.

Will customers hate this?

Most customers prefer fast, clear verification to long question lists. The key is clear language: "We
don't ask security questions anymore because they're easy to steal."

How do we handle deepfake voice threats?

Deepfakes increase persuasion, not cryptographic proof. Remove KBA and don't rely on "voice
sounds right". Use session-bound proof.

References (public)

¢ NIST SP 800-63A-4 (identity proofing; constraints around KBV/KBA-style verification):
https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-63A-4.pdf

e CISA advisory on social engineering and credential takeover patterns (helpdesk/reset focus):
https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-320a

¢ CISA Implementing Phishing-Resistant MFA (why weak factors fail):
https://www.cisa.gov/sites/default/files/publications/fact-sheet-implementing-phishing-resistant-
mfa-508c.pdf
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Related reading
o Caller Authentication: Replace KBA and Stop Vishing
¢ |VR Integration Guide

e People Verification Implementation Guide
¢ Lockstep Dual-Control
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