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Status (June 2026): Early access. The People verification family described here is live with
early-access customers and isn't generally available yet. The article covers the shipped design
as it stands today; talk to your ScramblelD account team about access and timelines.

In one sentence: Al-generated voice and video have made the traditional human-to-human
verification signals (voice recognition, video presence, "l know what they sound like") probabilistic
and increasingly defeatable; the only verification class that is structurally immune to Al capability
progression is cryptographic, because no Al, regardless of how convincing, can produce a signature
without the matching hardware-bound private key.

TL;DR (canonical)

¢ The threat is operational, not theoretical. The Arup Hong Kong deepfake fraud (~$25.6M, early
2024) made the multi-participant real-time deepfake pattern public. FBI, FinCEN, and FCC have all
issued advisories.

e Detection alone is not a solution. The generator-versus-detector race favors generators;
detection raises the cost of attack but cannot be the primary defense for high-value verification.

e Voice biometrics are degrading fast. Voice cloning from 30 seconds of audio is consumer-grade.
Pindrop's 2025 research and FInCEN's November 2024 alert document the degradation.

e Cryptographic People verification is the deterministic anchor. A signature produced by a
hardware-bound private key against a server-issued single-use challenge cannot be forged by Al,
because Al cannot produce a signature without the key.

e Al capability progression does not affect the result. Al advances do not break asymmetric
cryptography. The defense survives the next generation of generators by construction.
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What changed in 2024

For most of the history of telephone fraud, voice was a meaningful signal. You knew the voice of your
CFO. You recognized your spouse on the phone. The voice was the social anchor for trust.

Generative Al compressed the cost of producing convincing voice to roughly zero. From 30 seconds
of recorded audio, consumer-grade tools produce voice clones that survive natural conversation,
including emotional inflection, regional accent, and incidental noise. Real-time voice cloning is how
production-quality. Real-time deepfake video on consumer hardware became operational in 2023
and has improved monotonically.

The 2024 Arup Hong Kong incident put a number on the new threat model. A finance employee in the
Hong Kong office attended a video conference where participants included the CFO and several
other senior leaders. The participants discussed an urgent confidential transaction. The employee
was instructed to authorize a series of wire transfers totaling approximately $25.6 million. He did.
None of the participants on the call were real. Every voice and face was Al-generated.

The pattern is not unique. FINnCEN's November 2024 alert documents repeated incidents involving Al-
generated identity documents, deepfake video for KYC, and voice cloning for vishing. The FBI's May
2024 PSA on Al-generated content covered the same ground. The FCC declared Al-generated voice
in robocalls illegal under the TCPA in February 2024.

The threat is not a possible future state. The threat is current operational practice for sophisticated
fraud actors and is becoming accessible to less sophisticated ones.

Why detection-based defenseslose
The detection-versus-generation race is not a fair fight, structurally:

1. Generators have economic asymmetry. They only have to defeat detection once per fraud.
Detectors have to win every interaction.

2. Generators iterate faster. A new generator model can be trained and deployed in days; detector
adaptation requires data collection, labeling, training, and rollout, typically weeks to months.

3. Detection has a false-positive cost. Aggressive detection rejects too many legitimate users;
permissive detection misses too many attacks. The operating point is always a compromise.

4. Detection signals leak. Generators often train against the same detection algorithms, learning to
evade specific detectors.

5. The training-data asymmetry is structural. Generators can train on the same data that detectors
train on (and frequently do).

Detection of generated content is useful and worth investing in. It is not, by itself, a sufficient defense
against the threats described above.
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What "probabilistic" gets you and what it doesn't

Probabilistic verification produces a confidence score: "this looks 87% like the legitimate user's
voice." The threshold above which the verification passes is a policy choice. Set it too low, and
attackers pass. Set it too high, and legitimate users fail.

The shape of the problem in production:

False-positiverate False-negative rate . .
Threshold . . Operational reality
(attacker passes) (legitimate fails)
Very strict  Low High Help desk overwhelmed by re-verifications,
legitimate users locked out
Strict Lower than permissive Lower than very-strict Workable but degrading as generator quality
improves
Permissive  Higher Low Legitimate UX preserved; attacker success rises

with generator quality

The threshold curve shifts as generators improve. Each year, the same threshold catches fewer
attackers. The defender is running uphill on a treadmill that's accelerating.

This is the structural reason cryptography wins. Cryptographic verification has no threshold to tune.
The signature either verifies or it does not. There is no false-positive rate from generator
improvement.

What cryptographic people verification looks like
The architecture and flow are covered in What Is People Verification?. The relevant property here:

The verifier's app sends a request that includes a server-issued Dynamic Identifier (DID) with a 60-
second TTL. The presenter's enrolled device prompts for user verification (Face ID, Touch ID, or
device PIN, scoped per WebAuthn UV semantics). The presenter's hardware-bound private key signs
a challenge that includes the DID and origin context. The signed assertion is validated against the
registered public key.

The DID is single-use and server-enforced; replay does not work. The signature binds to origin and to
the specific session; misuse from a different relying party does not work. The private key lives in
Apple Secure Enclave, Android StrongBox, Windows TPM, or equivalent hardware-protected storage
and cannot be extracted, copied, or impersonated by software. Al-generated voice or video on the
call has no path to producing the signature.

Both parties see the verification result in real time. Both audit logs record the event. The verification
completes in a few seconds, versus the 30 to 90 seconds typical of knowledge-based questions. The
action gated by the verification proceeds only on success.
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Worked example: the deepfake call

The threat: an attacker schedules a video call with a junior finance employee. The video shows the
CFO and two senior leaders. The voices are Al-cloned. The faces are deepfake. The CFO instructs
the employee to authorize an urgent wire transfer to a specified account.

Without people verification gating wire authorization: The employee, having "verified" via the video

call (legitimate-looking faces, legitimate-sounding voices, plausible context), proceeds with the
authorization. By the time anyone notices, the funds are gone.

With people verification gating wire authorization: The employee, before authorizing, initiates a
people verification with the CFQO's enrolled identity. The deepfake on the call cannot complete the
verification because no Al can produce a signature without the CFQ's private key. The verification
times out at 60 seconds. The employee escalates to security. The fraud is detected before money
moves.

The deepfake was high-quality. The voices were perfect. The faces were perfect. The context was
prepared. None of it mattered, because the gate was cryptographic.

What this changes for the threat model

For two decades, executive-impersonation defenses focused on procedural friction (callback to
known number, manager confirmation, cooling-off periods) plus voice/face/behavioral recognition.
All of those defenses degrade as Al quality improves.

The cryptographic floor changes the conversation. The question is no longer "is the voice
legitimate?" The question is "did the verification ceremony complete?" That question has a binary
answer that Al quality cannot influence.

The procedural and recognition defenses still serve a role. They are now a layered second line, not
the primary verification. The primary is cryptographic.

This same logic applies across the deepfake-relevant threat surface:

Attack Cryptographic gate that defeatsiit

Executive voice clone for wire approval people verification with executive's enrolled device
Deepfake video conference for fund transfer people verification before the transfer

Vendor voice clone for banking change people verification with vendor's enrolled identity
IT helpdesk impersonation via voice people verification of the caller

Synthetic relationship building over weeks people verification at the moment of the ask
Deepfake KYC video for new-account fraud Cryptographic identity proofing + biometric binding

Bank-customer vishing Verifiable bank-to-customer signal in authenticator app
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In each case, the deepfake is permitted to be perfect and the result is the same: the cryptographic
ceremony cannot be completed without the legitimate user's private key.

What about the bot side: agents, automation, M2M

The same deterministic-cryptography logic applies on the non-human side. Al agents that prove
identity via JWT client assertions with sender-constrained tokens (mTLS or DPoP) have the same
property as human people verification: the signature either verifies or it does not. A compromised
agent runtime cannot exfiltrate the hardware-backed private key, and short token TTLs (< 300
seconds) bound the blast radius.

For deeper coverage, see:

e What Is Al Agent Identity? (Agent tier)
e What Is Non-Human Identity (NHI)? (Definitions tier)
e M2M Authentication Without Secrets (Machine Identity)

The cross-channel pattern is consistent: where competitor mitigations depend on detecting whether
an actor is "real," ScramblelD's mitigations depend on whether the actor possesses the

cryptographic key bound to that identity. The first is probabilistic and degrades against Al. The
second is deterministic and does not.

Where cryptography has its own limits
Honesty about the boundaries of cryptographic verification:

¢ It does not solve identity proofing. Cryptographic verification confirms the holder of a credential.
The credential must have been bound to the right person at enroliment. See What Is Identity
Proofing?.

¢ |t does not solve insider misuse. A legitimate employee with the legitimate credential who acts
maliciously is still authenticated. The audit trail makes detection and accountability possible; the
verification itself does not prevent the misuse.

¢ It does not solve coercion. A user under duress can complete a verification. Mitigations include
duress codes (a separate factor that signals coercion) and high-friction confirmation for the
highest-value actions.

¢ |t does not solve the recovery problem. Lost devices, replaced phones, and broken authenticators
need recovery flows. A weak recovery flow becomes the new attack surface (see Recovery and
Fallback Playbook).

¢ It does not solve initial enroliment fraud. If a fraudster enrolls a credential in the legitimate user's

name at onboarding, all subsequent verifications confirm the fraudster. The proofing-to-binding
handoff is a critical control point.
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The cryptographic gate is necessary, not sufficient. The full architecture includes proofing,
governance, audit, recovery, and incident response. people verification is one (load-bearing) layer,
not the entire stack.

Standards and regulatory direction
Regulators have caught up to the threat:

¢ FinCEN November 2024 deepfake alert for financial institutions and other BSA-covered entities,
covering KYC, vishing, and synthetic-identity patterns.

e FBI May 2024 PSA on Al-generated content documenting the operational threat surface.

¢ FCC declaratory ruling on Al-voice robocalls under TCPA (February 2024).

o NIST SP 800-63-4 updates the identity-proofing and authenticator-assurance guidance with

explicit attention to verifier-impersonation resistance.

e CISA phishing-resistant MFA guidance identifying FIDO2/WebAuthn and PKI as the qualifying
ceremonies.

e OMB M-22-09 federal Zero Trust direction for phishing-resistant MFA.

The regulatory direction matches the technical direction: probabilistic verification is no longer
sufficient for high-trust contexts; cryptographic verification with verifier-impersonation resistance is
the floor.

Practical guidance for buyers

If your verification surface includes high-value transactions, executive-impersonation risk, or
contact-center vishing exposure, the deepfake era requires a specific posture:

1. Inventory the verification surface. Where do humans verify other humans for material decisions?
Wire approval, vendor banking, helpdesk credential reset, branch high-value transactions,
executive sign-off.

2. Identify the deterministic anchor. For each surface, define the cryptographic verification that
gates the action. people verification for human-to-human; phishing-resistant MFA for web;
cryptographic caller verification for voice/IVR.

3. Treat detection as a layered second line. Voice biometrics, behavioral analytics, and deepfake
detection remain useful as anomaly signals. They are not the primary verification.

4. Address the recovery flows. A cryptographic primary with an SMS-OTP recovery is not deepfake-
resistant; the attacker shifts to the recovery path. Apply the same rigor to recovery as to primary.

5. Drill the failure modes. Run tabletops that include "the attacker has a perfect deepfake and the
legitimate-sounding voice; what's our procedure?" The procedure must not depend on human
ability to detect deepfakes, because that ability is decaying.
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6. Brief executives explicitly. Executives need to expect cryptographic verification on every help-
desk and finance interaction, with no carve-outs for urgency. The carve-outs are the threat model.

Key Takeaway

Al-generated voice and video have made probabilistic human-to-human verification (voice
recognition, video presence, behavioral signals) increasingly defeatable, and the Arup Hong Kong
deepfake fraud (~$25.6M, early 2024) made the multi-participant real-time deepfake pattern public.
Detection-based defenses raise the cost of attack but cannot be the primary verification for high-
value transactions because the detection-versus-generation race favors generators. Cryptographic
people verification is structurally immune to Al capability progression because no Al, regardless of
voice or video quality, can produce a signature without holding the matching hardware-bound private
key. The signature either verifies or it does not; there is no probability to debate. ScramblelD People,
now live with early-access customers ahead of general availability, implements this primitive with a
60-second TTL Dynamic Identifier, hardware-bound device keys, and end-to-end verification in a
few seconds (versus the 30 to 90 seconds typical of knowledge-based questions), gating high-trust
decisions including wire approvals, vendor banking changes, executive sign-offs, helpdesk credential
resets, and contractor verification at physical sites.

FAQ

What is the Arup Hong Kong deepfake incident?

In early 2024, the engineering firm Arup lost approximately $25.6 million when a finance employee in
the Hong Kong office transferred funds after participating in a multi-person video conference. Every
other participant on the call, including the apparent CFO, was an Al-generated deepfake. The voices
were correct. The faces were correct. The behavior was correct. None of the participants existed.
The incident is widely cited as the first public confirmation of multi-participant real-time deepfake
fraud at scale.

Can deepfake-detection software stop this?

Detection software helps but does not solve the problem. The detection-versus-generation race
favors generators because generators only have to win once and detectors have to win every time.
Detection vendors run continuously updated models against newer generators; the lag between a
new generator capability landing and detection adapting is measured in weeks to months, not days.
The honest framing: detection raises the cost of attack, but cannot be the primary defense for high-
value verification.

https://www.scrambleid.com/learn/deepfake-resistant-identity-verification 70f9



Why are voice biometrics no longer sufficient?

Voice biometrics enroll a voiceprint and compare incoming audio to it. Voice cloning from 30 seconds
of recorded audio is now consumer-grade capability and matches enrolled voiceprints with high
fidelity. The Pindrop voice deepfake research (2025) and FinCEN's November 2024 deepfake alert
both document the operational degradation. Voice biometrics remain useful as a weak signal in a
layered defense; they cannot be the primary authenticator for high-value transactions.

How does cryptographic people verification defeat deepfakes?

people verification does not authenticate by voice match, face match, or behavioral signal. It
authenticates by cryptographic signature: the legitimate user's hardware-bound private key signs a
server-issued single-use challenge with a short TTL. The signature either verifies against the
registered public key or it does not. Al quality does not affect the result, because Al cannot produce a
signature without holding the private key. The deepfake on the call cannot complete the round trip;
the legitimate user's enrolled device can. The verification is deterministic in the cryptographic sense,
not probabilistic.

Will future Al advances make thisinsecure too?

Al advances do not break asymmetric cryptography. The security of FIDO2/WebAuthn signatures
rests on mathematical assumptions (elliptic-curve discrete log, RSA factoring) that have decades of
cryptanalytic scrutiny and that progress in machine learning does not affect. Quantum computing is a
longer-term concern for many cryptographic schemes (and the industry is in active migration to post-
guantum algorithms via NIST PQC), but classical Al improvements do not produce signatures without
keys.

What about the family- and team-shared "safe word" patterns enterprises are adopting?

Family- and team-shared "safe words" are a useful informal layer but they are not a primary defense.
Safe words are knowledge factors that can be observed, leaked, or socially engineered out of
someone. They produce probabilistic confidence at best. They are appropriate for low-stakes
informal verification (family members confirming an emergency call). For organizational verification
of wire transfers, vendor banking changes, or credential resets, cryptographic verification is the floor.
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Related reading

e What Is People Verification?

o People Verification vs Photo ID, Video, Notary, and KBA

e Stopping Help-Desk Impersonation with People Verification

o Caller Authentication: Stop Vishing

¢ People Verification for Finance: Wire Transfers and Vendor Banking Changes
e Recovery and Fallback Playbook

e The ScramblelD Identity Fabric
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