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In one sentence: Contact center authentication has four realistic options today, KBA, voice
biometrics, OTP/MFA, and device-bound cryptographic proof, and they differ dramatically in security,
spoofability, caller experience, average handle time impact, and compliance posture.

TL;DR (canonical)

o KBA (security questions) should be retired first, NIST SP 800-63A-4 no longer recognizes it,
answers are broadly available through breaches and OSINT, and it is the primary attack surface
for social engineering.

e Voice biometrics improves UX over KBA but now faces deepfake spoofing, false-accept/reject
friction, irrevocable biometric data risk, and tightening privacy regulations.

e OTP/MFA (SMS, email, or push) is better than KBA but awkward on a live voice call and still
phishable through real-time relay.

e Device-bound cryptographic proof is the strongest pattern: verification happens on the caller's
registered device, nothing secret crosses the voice channel, and the agent gets a deterministic
verified/not-verified result.

e The target architecture for security-sensitive contact centers is cryptographic proof as the
primary method, with biometrics used locally (to unlock the credential on the device), not as the
sole remote factor.

Why contact center authentication matters now

The voice channel is one of the most exploited attack surfaces in enterprise identity. Attackers call
support lines armed with personal details sourced from breaches, social media, and data brokers.
They social-engineer agents into resetting passwords, changing email addresses, or bypassing
security controls, because the agent's only defense is asking questions whose answers the attacker
already knows.
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This is vishing (voice phishing), and it is effective because most contact centers still authenticate

callers using methods that were designed before widespread data breaches and Al-powered

impersonation.

CISA warns that social engineering, including voice-channel attacks, is the most common initial

access vector, and that organizations should move away from knowledge-based verification toward
stronger, phishing-resistant alternatives.

How do the four methods compare?

Comparison matrix

. KBA (security . . . OTP / MFA (SMS, Cryptographic proof
Criterion . Voice biometrics .
questions) push) (device-bound)
Security Weakest, answers Moderate, vulnerable to  Moderate, Strongest, private key

Phishing-resistant?

Spoof resistance

Caller experience

Average handle time
(AHT) impact

Enroliment required?

Privacy/regulatory
risk

Recovery model

guessable,
breached, or
OSINT-sourced

No

None, answers are
static knowledge

Frustrating,
multiple Q&A
rounds, often fails

+20-60 seconds
per call

No (uses existing
data)

Low (no biometric
data)

Easy (but
insecure, same
weakness)

deepfake spoofing

No

Declining, Al voice
cloning is increasingly
accessible

Passive, no action
required if enrolled

Neutral to slight
improvement

Yes (voiceprint
enrollment)

High, biometric data
collection triggers BIPA,
GDPR Art. 9, and state
privacy laws

Difficult, re-enroliment
if voiceprint fails
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phishable via real-
time relay (AiTM)

No (OTP relay);
Partial (push with
number matching)

Moderate, requires
intercepting the
OTP in real time

Disruptive, caller
must read a code or
switch to another
device

+15-30 seconds
(code exchange)

Partial (phone
number on file)

Low

Easy (resend code)

never leaves device,
challenge-response is
session-bound

Yes

High, attacker would
need physical access to
the enrolled device

Low friction, tap to
approve on the device
already in hand

-20-60 seconds
(eliminates Q&A entirely)

Yes (device + credential
registration)

Low (no biometric data
leaves the device)

Moderate, requires
identity proofing for new
device registration
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o KBA (security . . . OTP / MFA (SMS, Cryptographic proof
Criterion Voice biometrics

questions) push) (device-bound)
NIST compliance Non-compliant, Not addressed as a Compliant at lower Compliant at highest
deprecated in SP standalone assurance levels; assurance levels;
800-63A-4 authenticator in SP not phishing- phishing-resistant
800-63B resistant

What should you take from this matrix?

There is no scenario where KBA should remain the primary caller authentication method. It is
deprecated by NIST, exploitable by any motivated attacker, and adds handle time without providing
real security.

Voice biometrics was a reasonable upgrade path five years ago. It still has a role, as a passive signal
that adds confidence in a layered flow. But deepfake voice generation has advanced faster than
voiceprint detection, and privacy regulations are making biometric collection riskier and more
expensive to maintain.

OTP/MFA is a meaningful improvement over KBA and should be used as a transitional control. But it is
awkward on a live voice call (the caller has to read a code or switch devices) and does not meet the
CISA definition of phishing-resistant because codes can be relayed in real time.

Device-bound cryptographic proof is the target architecture. The caller approves a challenge on their
registered device (phone, security key), and the agent sees a verified status, no secrets spoken, no
biometrics transmitted, no codes to relay. This is the only method in the matrix that is both phishing-
resistant and reduces handle time.

How does device-bound cryptographic proof work in a call center?
The flow replaces the traditional "verify the caller" Q&A at the start of the call:

1. Call connects, The system identifies the caller's phone number (ANI) as a context signal, not as
identity. ANI can be spoofed; it is used only to look up the account, not to authenticate.

2. Push to registered device, The system sends a cryptographic challenge to the caller's enrolled
mobile app or device.

3. Caller approves, The caller taps to approve (optionally unlocked with biometric or PIN locally on
the device). The device signs the challenge with a private key.

4. Agent sees verified status, The signed response is validated server-side. The agent's screen
shows a verified/not-verified indicator before the conversation continues.

5. Call proceeds, If verified, the agent can skip Q&A entirely and move to the reason for the call. If
not verified (caller doesn't have the device, declines, or times out), the agent follows a higher-
friction fallback workflow.
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This approach keeps all secrets and biometric data off the voice channel. The agent never asks for
personal information that could be overheard, recorded, or socially engineered.

What about STIR/SHAKEN, doesn't caller ID authentication solve this?

STIR/SHAKEN is an FCC-mandated framework that authenticates the calling number at the network
level. It reduces caller ID spoofing, but it authenticates the phone number, not the person. A
legitimate phone number can be used by anyone who has physical access to the device, and
STIR/SHAKEN does not verify that the caller is the account holder.

STIR/SHAKEN produces three attestation levels, not a binary trust signal:

e Attestation A (Full): originating carrier authenticated the caller and confirmed the caller has the
right to use the calling number. Highest network-layer trust.

¢ Attestation B (Partial): originating carrier authenticated the caller but did not verify the right to use
the number. Common for enterprise PBX origination.

¢ Attestation C (Gateway): the call entered the carrier's network through a gateway and could not
be authenticated at origin. Lowest signal.

A treatment of STIR/SHAKEN as "the call is real" or "the call is fake" oversimplifies and creates either
false confidence (treating B and C as authoritative) or false rejection (treating B as suspicious when
it's a legitimate enterprise pattern). The right framing: A means the network believes the number
assertion is strong, C means the network can't vouch for it. Either way, STIR/SHAKEN tells you the
number is real; caller identity verification tells you the person is who they claim to be. Think of
STIR/SHAKEN as one input to a layered policy, not a substitute for cryptographic caller
authentication.

How do you migrate from KBA to cryptographic proof?
Retiring KBA is a phased migration, not a cutover:

Phase 1, Stop expanding KBA. Do not add KBA to new IVR flows or new customer segments. Begin
enrolling callers into device-based verification during web/mobile interactions.

Phase 2, Offer cryptographic proof alongside KBA. For callers who have enrolled, use device-based
proof as primary. Fall back to KBA only for unenrolled callers. Track the ratio.

Phase 3, Replace KBA with monitored fallback. For callers who cannot use device-based proof, use
a higher-friction identity proofing flow (not "what was your first car"). Treat unenrolled callers as
higher-risk and limit what agents can do without verification.

Phase 4, Retire KBA. Once enrollment coverage reaches target thresholds, disable KBA entirely.
Monitor for fraud displacement to other channels.
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Key Takeaway

Contact center authentication has four viable methods: KBA (deprecated by NIST, trivially defeated
by social engineering), voice biometrics (improved UX but increasingly vulnerable to deepfakes and
constrained by privacy regulation), OTP/MFA (better than KBA but awkward on voice and still
phishable), and device-bound cryptographic proof (phishing-resistant, reduces handle time, keeps
secrets off the voice channel). The strongest architecture uses cryptographic proof as primary, voice
biometrics as a passive confidence signal only, and treats KBA as a retired control.

FAQ

What is the most secure way to authenticate callersin a contact center?

Device-bound cryptographic proof is the most secure method. The caller confirms their identity
through a registered mobile app that signs a challenge with a private key, and the result is bound to
the live call session. No secret, biometric, or personal data crosses the voice channel, the agent
receives a deterministic verified/not-verified signal.

Why is KBA (security questions) no longer acceptable for contact centers?

NIST SP 800-63A-4 no longer recognizes KBA as an acceptable identity proofing or authentication
method. The answers to common security questions are broadly available through public records,
social media, and data breaches. Attackers use this information to social-engineer agents, and
agents have no way to distinguish a legitimate caller from one who has researched the answers.

Is voice biometrics a good replacement for KBA?

Voice biometrics is better than KBA but has significant limitations. Al-generated deepfakes can now
spoof voiceprints, false-accept and false-reject rates create friction and risk, biometric data is
irrevocable if breached, and privacy regulations increasingly restrict biometric collection without
explicit consent. Voice biometrics works best as one signal in a layered flow, not as the sole
authentication factor.

How does cryptographic caller authenticationreduce average handle time?

Traditional KBA takes 20-60 seconds of agent-caller Q&A at the start of every call. Cryptographic
proof replaces this with a push notification to the caller's device that takes a few seconds to approve.
The agent sees a verified/not-verified status before speaking, eliminating the interrogation step
entirely.
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Canyouuse the same authentication across web, mobile, and the call center?

Yes, omnichannel authentication platforms use a single cryptographic identity across all channels.
The same device-bound credential that authenticates a user on the web or mobile app can also verify
them when they call the contact center, eliminating the need for separate per-channel authentication
methods.

What is the difference between caller ID authentication and caller identity verification?

Caller ID authentication (STIR/SHAKEN) verifies that a call is actually coming from the phone number
displayed, it prevents number spoofing at the network level. Caller identity verification confirms that
the person on the call is the legitimate account holder. STIR/SHAKEN tells you the number is real;
identity verification tells you the person is who they claim to be.

References (public)

e NIST SP 800-63A-4 (ldentity Proofing): https://csrc.nist.gov/pubs/sp/800/63a/4/final
e NIST SP 800-63B (Authentication): https://csrc.nist.gov/pubs/sp/800/63b/4/final

e CISA, Implementing Phishing-Resistant MFA:
https://www.cisa.gov/sites/default/files/publications/fact-sheet-implementing-phishing-resistant-
mfa-508c.pdf

e CISA, Social Engineering and Phishing: https://www.cisa.gov/topics/cybersecurity-best-
practices/phishing-and-social-engineering

e FCC, STIR/SHAKEN Call Authentication: https://www.fcc.gov/call-authentication

Related reading

e KBA Is Dead in the Contact Center
o Caller Authentication: Stop Vishing
e Omnichannel Authentication

¢ |VR Integration Guide
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